Realtime
publishers

The Definitive Guide To

Active Directory
Troubleshooting,
Auditing, and
Best Practices

201 | Edition

Don Jones




The Definitive Guide to Active Directory Troubleshooting, Auditing, and Best Practices 2011 Edition
______________________________________________________________________________________________________________|

Chapter 2: Monitoring ACtiVe DITE@CLOTY ....ureneneneseesesessesssssesssssssssssssssessesssssssssssssssssssssessessessesssssssans 14
LG 0] N 0] a0 4V €0 T | PP 14
EIVEINT LiOES . ituieureereereeureeecssesseseessesecs e s s sss s s s s s R AR R bR 15
System Monitor/Performance MONITOT ... ssssssssssssssssssessssssssssssssans 21
COMMANA-LINE TOOLS cuieeeceereeceereereereesseeses s e ssessessses s ssses s s s sessss s s s sessse s sssessssnes 25
NEEWOTK IMONITOT couveueeeeeeeuseseesseeeessesssesseesse e esses s esse s s e s s s s bbb s s bbb aes 26
System Center Operations Manager ... ssssssssaes 29
Third-Party TOOIS t0 CONSIAET ...vueeeereereersiresseesssssesesessessessssssssssssssessessessssssssssssssssssssessessessessssssssssans 29

Weaknesses 0f the NatiVe TOOIS ... seesesseessessessessssssssssssssessessssssssssesssessesssees 30
Ways to Address Native WEaKNESSES ........eeenesneieesseesessessssssessssssssssssssssssssssssssssssssssssssssseens 30
Vendors in thiS SPACE ... s b 31
Let’s Start TroUbleSNOOTING. ...ttt ses s s snaes 31
Download Additional eBooks from Realtime NeXUS!.......corneneennerneeneeseesseesesseessessessesssesnas 31

Realtime i

publishers



The Definitive Guide to Active Directory Troubleshooting, Auditing, and Best Practices 2011 Edition
______________________________________________________________________________________________________________|

Copyright Statement

© 2010 Realtime Publishers. All rights reserved. This site contains materials that have
been created, developed, or commissioned by, and published with the permission of,
Realtime Publishers (the “Materials”) and this site and any such Materials are protected
by international copyright and trademark laws.

THE MATERIALS ARE PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
TITLE AND NON-INFRINGEMENT. The Materials are subject to change without notice
and do not represent a commitment on the part of Realtime Publishers or its web site
sponsors. In no event shall Realtime Publishers or its web site sponsors be held liable for
technical or editorial errors or omissions contained in the Materials, including without
limitation, for any direct, indirect, incidental, special, exemplary or consequential
damages whatsoever resulting from the use of any information contained in the Materials.

The Materials (including but not limited to the text, images, audio, and/or video) may not
be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any
way, in whole or in part, except that one copy may be downloaded for your personal, non-
commercial use on a single computer. In connection with such use, you may not modify
or obscure any copyright or other proprietary notice.

The Materials may contain trademarks, services marks and logos that are the property of
third parties. You are not permitted to use these trademarks, services marks or logos
without prior written consent of such third parties.

Realtime Publishers and the Realtime Publishers logo are registered in the US Patent &
Trademark Office. All other product or service names are the property of their respective
owners.

If you have any questions about these terms, or if you would like information about
licensing materials from Realtime Publishers, please contact us via e-mail at
info@realtimepublishers.com.

Realtime i


mailto:info@realtimepublishers.com

The Definitive Guide to Active Directory Troubleshooting, Auditing, and Best Practices 2011 Edition

[Editor's Note: This eBook was downloaded from Realtime Nexus—The Digital Library for IT
Professionals. All leading technology eBooks and guides from Realtime Publishers can be found at

http://nexus.realtimepublishers.com.]

Chapter 2: Monitoring Active Directory

The fact is that you can’t really do anything with Active Directory (AD) unless you have
some way of figuring out what’s going on under the hood. That’s what this chapter will be
all about: how to monitor AD. I have to make a distinction between monitoring and
auditing: Monitoring, which we’ll cover here, is primarily done to keep an eye on
functionality and performance, and to solve functional and performance problems when
they arise. Auditing is an activity designed to keep an eye on what people are doing with the
directory—exercising permissions, changing the configuration, and so forth. We have
chapters on auditing lined up for later in this book.

Monitoring Goals

There are really two reasons to monitor AD. The first is because there’s some kind of
problem that you're trying to solve. In those cases, you're usually interested in current
information, delivered in real-time, and you’re not necessarily interested in storing that
data for more than a few moments. That is, you want to see what’s happening right now.
You also usually want to focus in on specific data, such as that related to replication, user
logon performance, or whatever you're troubleshooting.

The second reason to monitor is for trending purposes. That is, you're not looking at a
specific problem but instead collecting data so that you can spot potential problems. You're
usually looking at a much broader array of data because you don’t have anything specific
that you need to focus on. You're also usually interested in retaining that data for a
potentially long time so that you can detect trends. For example, if user logon workload is
slowly growing over time, storing monitoring data and examining trends—perhaps in the
form of charts—allows you to spot that growing trend, anticipate what you might need to
do about it, and get it done.

Having these goals in mind as we look at some of the available tools is important. Some
tools excel at offering real-time data but are poor at storing data that would provide
trending information. Other tools might be great at storing information for long-term
trending but aren’t as good at providing highly-detailed, very-specific, real-time
information for troubleshooting purposes. So as we look at these tools, we'll try to identify
which bits they’re good at.
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Another thing to keep in mind before we jump in is that some of these tools are actually
foundational technologies. In other words, when we discuss event logs, you have to keep in
mind that that technology is a tool that you can use—and it’s a foundation that other tools
use. Any strengths or weaknesses present in that technology are going to carry through to
any tools that use that technology. So again, it's simply important to recognize such
considerations because they’ll have an impact beyond that specific tool.

Event Logs

Windows’ native event logs play a crucial role in monitoring AD. The event logs aren’t
great, but they’re the place where AD sends a decent amount of diagnostic and auditing
information, so you have to get used to using them.

There’s a bit of a distinction that needs to be made: The event log is a native Windows data
store. The Event Viewer is the native tool that enables you to look at these logs. Event logs
themselves are also accessible to a wide variety of other tools, including Windows
PowerShell, Windows Management Instrumentation (WMI), and numerous third-party
tools. In Windows Server 2008 and later, these logs’ Viewer is accessible through the
Server Manager console, which Figure 2.1 shows.
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Figure 2.1: Accessing event logs in Server Manager.
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There are two kinds of logs. The Windows Logs are the same basic logs that have been
around since the first version of Windows NT. Of these, Active Directory (AD) writes
primarily to the Security log (auditing information) and the System log (diagnostic
information). In Windows Server 2008, a new kind of log, Applications and Services Logs,
were introduced. These supplement the Windows Logs by giving each application the
ability to create and write to its own log rather than dumping everything into the
Application log, as was done in the past. In these new logs, AD creates an Active Directory
Web Services log, DFS Replication log, Directory Service log, and DNS Server log.
Technically, DFS and DNS aren’t part of AD, but they do integrate with and support AD, so
they’re important to look at.

Windows itself also creates numerous logs under the Microsoft folder, as Figure 2.1 shows:
GroupPolicy, DNS Client Events, and a few others, all of which can offer clues into AD’s
operation and performance. Don’t forget that client computers play a role in AD, as well.
Logs for NTLM, Winlogon, DNS Client, and so forth can all provide useful information when
you're troubleshooting an AD problem.

Although the event logs can contain a wealth of information, their usefulness can be hit or
miss. For example, the event that Figure 2.2 shows is pretty clear: Smart card logons aren’t
working because there isn’t a certificate installed. My domain doesn’t use smart card
logons, so this is expected and doesn’t present a problem.
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Figure 2.2: Helpful events.

Other events just constitute “noise,” such as the one shown in Figure 2.3: User Logon
Notification for Customer Experience Improvement Program. Huh? Why do I care?
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Figure 2.3: “Noise” events.

Then you've got winners like the one shown in Figure 2.4. This is tagged as an actual error,
but it doesn’t tell me much—and it doesn’t give many clues about how to solve the problem
or even if [ need to worry about it.

Realtime 18

publishers



The Definitive Guide to Active Directory Troubleshooting, Auditing, and Best Practices 2011 Edition

i1

File  Action View Help

e= 2=z HE

T, Server Manager (SERVER-RZ) System  Mumber ¢ 0 | Actions
= Roles

ﬁa Features Level « Dake and Time: Source EventID | Ta
= Disgnostics WErrar 4/25(2010 7:40:01 AM METLOGON 5774 M = Open Saved Log...
= @ Event Viewer W Errar 4/25/2010 7:40:01 AM METLOGOMN 5774 Mc X
! ) = ¥ Create Custom View...
¥ Cuskom Yiews 'Q'Error 4/25/2010 7:40:01 AM MNETLOGOMN 5774 Nc -
Bl La Windows Logs [H Event Properties —ﬁvent 14550, DfsSvc x| [ View...
5| Application
+| Security General | Details |
Setup Log...
= Syskem - — " " " "
— The DFS Mamespace service could not initialize crass farest trust information an this domain
Forwarded Eve controller, but it will periadically retry the aperation. The return cade is in the record data
= Applications and Se : P F ety P ’ ’
| Active Director ts As
.| DFS Replication
+| Directory Servi To this Lo...
o | DNS Server »
| Hardware Ever & |
+| Internet Explor
o | Key Manageme  Log Mame: System e | ,
| Microsoft Source: DfsSve Lagged: 12/11/2009 11:40:00 AM
is Windows Powe
= &l . Event ID: 14550 Task Categary: Mane _
A Subscriptions
.j;é;jj. Performance Level: Error Keywards: Classic bies
Device Manager . . - i
L, 8 0 - g User: M/A Computer: server-rl.company.pri o This Eve...
jff!- Configuration
b~ OpCade: Infa
(=5 Storage 3
IMare Information:  Event Lag Online Help
H Events...

>
Copy | Clase |

COT TTarme ST
Source: DfsSve Lagged: ll_.-"lL.-"EﬂﬂJ
EventID: 14550 Task Category: Mone

Level: Errar Keywards: Classic
| | »
4 | 2

| |
Figure 2.4: Unhelpful events.

It's probably going too far to call this event “useless,” but this event is certainly not very
helpful. Finally, as shown in Figure 2.5, sometimes the event logs will include suggestions.
That’s nice, but is this the best place to put these? They create more “noise” when you're
trying to track down information related to a specific problem, and they’re tagged as
Warnings (so you tend to want to look at them, just in case they’re warning you of a
problem), but they can often be ignored.
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Figure 2.5: Suggestions, not “events.”

There probably isn’t an administrator alive who hasn’t spent a significant amount of time in
Google hunting down the meaning behind—and resolution for—dozens of event IDs over
the course of their careers. That reality highlights key problems of the native event logs:

e They're not centralized. Although you can configure event forwarding, it’s pretty
painful to get all of your domain controllers’ logs into a single location. That means
your diagnostic information is spread across multiple servers, giving you multiple
places to search when you're trying to solve a problem.

e They're not always very clear. Confusing, vague, or obtuse messages are what the
event logs are famous for. Although Microsoft has gradually improved that over the
years in some instances, there are still plenty of poor examples in the logs.

» o«

e They're full of noise. Worse, you can’t rely on the “Information,” “Warning,” and
“Error” tags. Sometimes, an “Information” event will give you the clue you need to
solve a problem, and “Warning” events—as we’'ve seen—can contain information
that is not trouble-related.

e The native Viewer tool offers poor filtering and searching capabilities, and no
correlation capability. That is, it can’t help you spot related events that might point
to a specific problem or solution.
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Problems notwithstanding, you have to get used to these logs because they're the only place
where AD and its various companions log any kind of diagnostic information when
problems occur.

System Monitor/Performance Monitor

Also located in Server Manager is Performance Monitor, the native GUI-based tool used to
view Windows’ built-in performance counters. Any domain controller will contain
numerous counter sets related to directory services, including several DFS-related
categories, DirectoryServices, DNS, and more. These are designed to provide the focused,
real-time information you need when you’re troubleshooting specific problems—typically,
performance problems, although not necessarily. Although Performance Monitor does have
the ability to create logs, containing performance data collected over a long period of time,
it's not a great tool for doing so. More on that in a bit.

It’s difficult to give you a fixed list of counters that you should always look at; any of them
might be useful when you’re troubleshooting a specific problem. That said, there are a few
that are useful for monitoring AD performance in general:

e DRA Inbound Bytes Total/Sec shows inbound replication traffic. If it's zero, there’s
no replication, which is generally a problem unless you have only one domain
controller.

¢ DRA Inbound Object Updates Remaining in Packet provides the number of directory
objects that have been received but not yet applied. This number should always be
low on average, although it may spike as replicated objects arrive. If it remains high,
your server isn’t processing updates quickly.

e DRA Outbound Bytes Total/Sec offers the data being sent from the server due to
replication. Again, unless you've got only one domain controller, this will rarely be
zero in a normal environment.

e DRA Pending Replication Synchronization shows the number of directory objects
waiting to be synchronized. This may spike but should be low on average.

e DS Threads in Use provides the number of process threads currently servicing
clients. Continuously high numbers suggest a need for a larger number of processor
cores to run those threads in parallel.

e Kerberos Authentications offers a basic measure of authentication workload.

e LDAP Bind Time shows the number of milliseconds that the last LDAP bind took to
complete. This should be low on average; if it remains high, the server isn’t keeping
up with demand.

e LDAP Client Sessions is another basic unit of workload measurement.

e LDAP Searches/Sec offers another good basic unit of workload measurement.
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All of these counters benefit from trending, as they all help you form a basic picture of how
busy a domain controller is. In other words, it's great when you can capture this kind of
data on a continuous basis, then view charts to see how it changes over time. Performance
Monitor itself isn’t a great tool for doing that because it simply wasn’t designed to collect
weeks and weeks worth of data and display it in any meaningful way. However, it can be
suitable for collecting data for shorter periods of time—say, a few hours—then using the
collected data to get a sense of your general workload.

You'll have to do that monitoring on each domain controller, too, because the performance
information is local to each computer. Ideally, each domain controller’s workload will be
roughly equal. If they’re not, start looking at things like other tasks the computer is
performing, or the computer’s hardware, to see why one domain controller seems to be
working harder than others.

This kind of performance monitoring is one of the biggest markets for third-party tools,
which we’ll discuss toward the end of this chapter. Using the same underlying performance
counters, third-party tools (as well as additional, commercial tools from Microsoft) can
provide better performance data collection, storage, trending, and reporting—and can even
do a better job of sending alerts when performance data exceeds pre-set thresholds. What
Performance Monitor is good at—as Figure 2.6 shows—is enabling you to quickly view
real-time data when you’re focusing on a specific problem.
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Figure 2.6: Viewing real-time performance data in Performance Monitor.

One problem we should identify, though, is that Performance Monitor requires a good deal
of knowledge on your part to be useful. First, you have to make sure you're looking at all
the right counters at the right time. Looking at DS Threads alone is useless unless you're
also looking at some other counters to tell you why all those threads are, or are not, in use.
In other words, you have to be able to mentally correlate the information from many
counters to get an accurate assessment of how AD is really performing. Microsoft helps by
providing predefined data collector sets, which can include not only counters but also trace
logs and configuration changes. One is provided for AD diagnostics (see Figure 2.7).
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Figure 2.7: The AD Diagnostics data collector set.

Once you start a collector set, you can let it run for however long you like. Results aren’t
displayed in real-time; instead, you have to view the latest report, which is a snapshot.
These sets are designed to run for longer periods of time than a normal counter trace log,

and the sets’ configuration includes settings for managing the collected log size. Figure 2.8
shows an example report.
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Figure 2.8: Viewing a data collector set report.

These reports do a decent job of applying some intelligence to the underlying data. As you
can see here, a “green light” icon lets you know that particular components are performing
within Microsoft’s recommended thresholds. That “intelligence” doesn’t extend far, though:
Once you start digging into AD-specific stuff, you're still looking at raw data, as you can see
in the section on Replication that’s been expanded in Figure 2.8. Thus, you'll still need a
decent amount of expertise to interpret these reports and determine whether they
represent a problem condition.

Command-Line Tools

A host of command-line tools can help detect AD problems or provide information needed
to solve those problems. This chapter isn’t intended to provide a comprehensive list of
them, but one of the more well-known and useful ones includes Repadmin. This tool can be
used to check replication status and diagnose replication problems. For example, as Figure
2.9 shows, this tool can be used to check a domain controller’s replication neighbors—a
way of checking on your environment'’s replication topology. You'll also see if any
replication attempts with those neighbors have succeeded or failed.
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W WINNT System32' cmd.exe

E:“ReplAdmin>repadnin sshowreps esc—ad-dcl
Default—First—Site—MName~ESC—-AD-DC1

DEA Options - IS_GC

ohjectGuid : 388B6bab4-6ec?-4268-991b—3caf3f33dBed
invocationlD: 3B8B6ab4-6ec?-4268-991b—-3caf3f33dBed

=== JNBOUND NEIGHBORS

CH=Schema.CH=Configuration . DC=ezc, DC=250, DC=cpgcorp.DC=net
Default—First—Site—Name\ESC-AD-DC2 via RPC
ohjectGuid: 82h%91%bc—d581—4eBc—bcl13-B846a8bh5d8hA5
Last attempt @ 2001-BA5-A? BB:54.55 was successful.

CH=Conf iguration . DC=esc.DC=2s0.DC=cpgcorp.DC=net
Default—Firszst—S8ite—Mame“\ESC—AD-DC2 wia RPC
ohjectGuid: 82h%19bc—d581-4eBc-hecl3i-B846a8h5dAhAS

Last attempt @ 2001-05-07 87:20.44 was successful.

DC=ezc . DC=250,DC=cpgcorp,.DC=net
Default-First-Site—Name“EEC-AD-DC2 wvia RPC
ohjectGuid: 82h%1%9bc—d581—-4eBc-bcl13-B846a8h5d@hA%
Last attempt @ 2001-B5-8% #?:16.33 was successful.

==== QUTBOUND NEIGHBORS FOR CHANGE WOTIFICATIONS

CH=Schema.CH=Configuration . DC=ezc, DC=2s0, DC=cpgcorp.DC=net
Default-First-Site—MName“~ESC-AD-DC2 via RPC
obhjectGuid: 82h%19bc-d581—4eBc-bcl3-B846a8h5dEha%

CH=Conf iguration, DC=esc, DC=2s0 . DC=cpgcorp.DC=net
Default-First—-Site—Name“\ESC-AD-DC2 via RPC
objectGuid: 82h%19bc—d581—4eBc-bcl3-B846a8h5dEhA%

DC=esc . DC=zz0.DC=cpgcorp.DC=net
Default—-Firzt—-Site—Mame“\ESC—AD-DC2 wia RPC
ohjectGuid: 82b%19%bc—-d581-4eBc-hcl3-846a8h5dBLAS

Figure 2.9: Using Repadmin to check replication status.

This—and other command-line tools—are great for checking real-time status information.
What they're not good at is collecting information over the long haul, or for running
continuously and proactively alerting you to problems.

Network Monitor

You might not ordinarily think of Network Monitor—or any packet-capture tool, including
Wireshark and others—as a way of monitoring AD. In fact, with a lot of practice, they can
be great tools. After all, much of what AD does ultimately comes down to network
communications, and with a packet capture tool, you can easily see exactly what's
transpiring over the network. Figure 2.10 illustrates the main difficulty in using these tools.
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Figure 2.10: Captured AD traffic in Network Monitor.

You see the problem, right? This is rocket science-level stuff. 'm showing a captured packet
for directory services traffic, but unless you know what this traffic should look like, it’s
impossible to tell whether this represents a problem. But gaining that knowledge is worth
the time: I've used tools like this to find problems with DNS, Kerberos, time sync, and
numerous other AD-related issues. Unfortunately, a complete discussion of these protocols,
how they work, and what they should look like is far beyond the scope of this book.

At a simpler level, though, you can use packet capture tools as a kind of low-level workload
monitor. For example, consider Figure 2.11.
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Figure 2.11: Capturing traffic in Network Monitor.

Ignoring the details of the protocol, pay attention to the middle frame. At the top of the
packet list, you can see a few LDAP search packets. This gives me an idea of what kind of
workload the domain controller is receiving, where it's coming from, and so forth. If [ know
a domain controller is overloaded, this can be the start of the process to discover where the
workload is originating—in this case, it might be a new application submitting poorly-
constructed LDAP queries to the directory.
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System Center Operations Manager

System Center Operations Manager is Microsoft’s commercial offering for monitoring both
performance and functionality in AD as well as in numerous other Microsoft products and
Windows subsystems. SCOM, as it’s affectionately known, utilizes both performance
counters and other data feeds much as Windows’ native tools do. What sets SCOM apart are
two things:

e Data is stored for a long period of time, enabling trending and other historical tasks

e Datais compared with a set of Microsoft-provided thresholds, packaged into
Management Packs, that tell you when data represents a good, bad, or “going bad”
condition

That last bit enables SCOM to more proactively alert you to performance conditions that
are trending bad, and to then show you detailed real-time and historical data to help
troubleshoot the problem. In many cases, Management Packs can include prescriptive
advice for failure conditions, helping you to troubleshoot and solve problems more rapidly.
As a tool, SCOM addresses most, if not all, of the weaknesses in the native Windows toolset.
It does so by relying primarily on native technologies, and it does so in a way that often
imposes less monitoring overhead than some of the native tools. Having SCOM collect
performance data for a month, for example, is a lot easier on the monitored server than
running Performance Monitor continuously on that server. SCOM does, however, require
its own infrastructure of servers and other dependencies, so it adds some complexity to
your environment.

Unfortunately, one of SCOM’s greatest strengths—its ability to monitor a wide variety of
products and technologies from a single console—is also a kind of weakness because it
doesn’t offer a lot of technology-specific functionality. For example, SCOM isn’t a great way
to construct an AD replication topology map because that’s a very AD-specific capability
that wouldn’t be used by any other product. In other words, SCOM is a bit generic. Although
it can provide great information, and good prescriptive advice, it isn’t necessarily the only
tool you'll need to troubleshoot every problem. SCOM can alert you to most types of
problems (such as an unacceptably high number of replication failures), but it can’t always
help you visualize the underlying data in the most helpful way.

Third-Party Tools to Consider

I'm not normally a fan of pitching third-party products, and I'm not really going to do so
here. That said, we’ve identified some weaknesses in the native tools provided with
Windows. Some of those weaknesses are addressed by SCOM, but because that tool itself is
a commercial add-on (that is, it doesn’t come free with Windows), you owe it to yourself to
consider other add-on commercial tools that might address the native tools’ weaknesses in
other ways, or perhaps at a different price point. That said, what are some of the
weaknesses that we'’re trying to address?
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Weaknesses of the Native Tools

Although I think Microsoft has provided some great underlying technologies in things like
event logs and performance counters, the tools they provide to work with those are pretty
basic. In order to decide if a replacement tool is suitable, we need to see if it can correct
these weaknesses:

e Non-centralized—Windows’ tools are per-server, and when you're talking about AD,
you're talking about an inherently distributed system than functions as a single,
complicated unit. We need tools that can bring diagnostic and performance
information together into a single place.

e Raw data—Windows’ tools really just provide GUI access to underlying raw data,
either in the form of events or performance counters or whatever. That’s really sub-
optimal. What we want is something to translate that data into English, tell us what
it means, and possibly provide intelligence around it—which is a lot of what SCOM
offers, really.

¢ Limited data—Windows’ tools collect the information available to them through
native diagnostic and performance technologies—and that’s it. There are certainly
instances when we might want more data, especially more-specific data that deals
with AD and its unique issues.

e Generic—Windows’ tools are pretty generic. The Event Viewer and Performance
Monitor, for example, aren’t AD-specific. But an AD-specific tool could go a long way
in making both monitoring and troubleshooting easier because it could present
information in a very AD-centric fashion.

Ways to Address Native Weaknesses
There are a few ways that vendors work to address these weaknesses:

e Centralization—Bringing data together into one place is almost the first thing any
vendor seeks to address when building a toolset. Even Microsoft did this with SCOM.

e Intelligence—Translating raw data into processed information—telling us if
something is “good” or “bad,” for example—is one way a tool can add a great deal of
value. Prescriptive advice, such as providing advice on what a particular event ID
means and what to do about it, is also useful. This kind of built-in “knowledge base”
is a major selling point for some tool sets.

e More data—Some tools either supplement or bypass the native data stores and
collect more-detailed data straight from the source. This might involve tapping into
LDAP APIs, AD’s internal APIs, and so forth.

e Task-specific—Tools that are specifically designed to address AD monitoring can
often do so in a much more helpful way than a generic tool can. Replication topology
maps, data flow dashboards, and so forth all help us focus on AD’s specific issues.
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Vendors in this Space
There are a lot of players in this space. A lot a lot. Some of the major names include:

e (Quest

e ManageEngine

e Microsoft

e Blackbird Management Group

e NetlQ

e [BM

¢ NetPro (which was purchased by Quest)

Most of these vendors offer tools that address native weaknesses in a variety of ways. Some
utilize underlying native technologies (event logs, performance counters, and so forth) but
gather, store, and present the data in different ways. Others bypass these native
technologies entirely, instead plugging directly into AD’s internals to gather a greater
amount of information, different information, and so forth.

In addition, there are a number of smaller tools out there that have been produced by the
broader IT community and smaller vendors. A search engine is a good way to identify
these, especially if you have specific keywords (like “replication troubleshooting”) that you
can punch into that search engine.

Let’s Start Troubleshooting

Now that you know how to keep an eye on what AD is doing, you're ready to dive into
troubleshooting the directory when it isn’t doing the right thing. In the next chapter, I'll
introduce you to a structured directory troubleshooting approach developed by Directory
Services MVP Award recipient Sean Deuby. We'll use Sean’s approach as a guide toward
tracking down problematic AD subsystems and solving problems. At the same time, I'll be
explaining core troubleshooting techniques that will help make you a more efficient and
effective troubleshooter.

Download Additional eBooks from Realtime Nexus!

Realtime Nexus—The Digital Library provides world-class expert resources that IT
professionals depend on to learn about the newest technologies. If you found this eBook to
be informative, we encourage you to download more of our industry-leading technology
eBooks and video guides at Realtime Nexus. Please visit
http://nexus.realtimepublishers.com.
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